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Getting Started

Before you install the IP Attendant and IP Downloader, you need the following
information and access rights.

DO NOT PROCEED UNTIL YOU HAVE ALL OF THESE REQUIREMENTS.

Required Information:

IP address for IP Downloader which includes the following:
o0 DHCP environment (Yes or No)
o [f DHCP environment is No

= |P address (Note: The factory default IP address is
192.168.104.104 with a subnet mask of 255.255.255.0)

= DNS server address
» Default gateway

o0 If DHCP environment is Yes , the IP Downloader will be addressable
using the network name printed on its label

IP Address or computer name of the computer running the IP Attendant
service

IP Attendant workstation has one of the following:
0 GUARDL PLus version 2.81 or later
o0 Access to the GUARDL PLUS SE version 4.40 or later server share

Is the computer that you are using to remotely access the IP Downloader
connected in the same LAN/WAN or VPN environment as the IP Downloader
or is it reachable via the Internet?

Are you using a proxy server? If so, what is its IP address?

Are the firewall settings on the IP Attendant workstation controlled by Windows
Firewall settings or by group policy?

Is there an Internet firewall between the IP Downloader and the IP Attendant?

Required Rights:

If there is a firewall between the IP Downloader and the IP Attendant, you must
obtain permission to modify the firewall configuration. Optionally you may
enable communication to the IP Downloader for its remote management.

Local Administrator privileges on the computer running the IP Attendant
Service.




Installation Overview — IP Attendant

Installing IP Attendant

The IP Attendant is a service which receives download data from an IP Downloader
over HTTP protocol. For a GUARDL PLUs installation, when PIPE data is received the IP
Attendant saves the data to a .DL2 file then alerts the local Attendant to process the
data into the database. NOTE: the IP Attendant service will run and collect data if the
PC is not logged on, but the Attendant requires a user to be logged in. Data will not be
processed by the Attendant until a user logs in to the PC.

For a GUARD1l PLus SE installation, when PIPE data is received the IP Attendant
commits the download data to the SQL application database. In a GUARD1 PLUS SE
deployment, we recommend that you install the IP Attendant on a server.

There are two configuration options for the IP Attendant service: default and custom.
We recommend that you use the default configuration unless your IT administrator
requires a custom passphrase or port number.

Prior to instaling the IP Attendant, the workstation must meet these minimum
requirements:

e Operating System
Windows XP with Service Pack 3 (32 bit only)
Microsoft Vista with Service Pack 2 (32 and 64 bit)
Microsoft Windows 7 (32 and 64 bit)
Server 2003 with Service Pack 2 (32 bit only)
Server 2008 with Service Pack 2 (32 and 64 bit)

o Server 2008 R2
e GUARD1 PLUS Program

0 GUARDL PLUS version 2.81 or later

O O O O

or
o Able to access the GUARDL PLUS SE version 4.40 or later server share

e Port 50150 must be open on the Internet’s firewall if there is an Internet firewall
between the IP Downloader and the IP Attendant (to add this port see the
following section entitled “Setting your Internet firewall settings”).

e Microsoft .NET version 3.5 must be installed. If it is not installed, run setup.exe
from the “Microsoft .NET Framework 3.5” folder on the IP Attendant CD. You
can also install it from the web page that automatically appears during the IP
Attendant’s installation. IP Attendant software will not install until Microsoft
.NET version 3.5 is installed.




Default Configuration:
A default configuration of the IP Attendant sets these parameters:

Event log is enabled

Passphrase is set to the system default (blank)

Port 50150 is opened on your Windows Firewall

The Tks IPAttendant service will run under the local system account

The Tks IPAttendant service will launch automatically at startup. For GUARD1
PLus deployments, the Attendant will also launch automatically at startup.

To install the IP Attendant in the default configuration:

1.

Confirm that you are logged in as the Local Administrator or that you are a
member of the Local Administrator group.

Insert the IP Attendant CD in the CD drive. The installer will launch
automatically.

If the installer does not begin automatically, click Start, Run and browse to the
CD drive. Double-click the setup.exe file.

Click Next at the Welcome screen.
Click Yes at the License Agreement.

Click Finish to complete the installation. After several seconds, the IP
Attendant Configuration Wizard opens.




o
IP Attendant Wizard

Please selact the type of configuration.

&

Type of Configuration

7 Default

 Custom

e e =
Success  9/9/2008 11:58:35 AM  Get Logging Status Succesded,
Information  5/9/2008 11:58:35 AM  Attempting te get the Firewall Status.
Success  5/9/2008 11:58:36 AM  Get Firewall Status Succeeded :I

7. Select Default and click Next. If you have a GUARD1 PLus SE deployment and
no SE applicationisinstalled on this workstation, the following screen will
appear otherwise skip to Step 9.

IP Attendant Wizard

Please enter the Guardi Plus SE SQL Connection Information.
Guard1 Plus SE Database Connection
Please supply the informatian about the SQL Server where the Guard1 Plus SE application database is located
and the name of the application database.
Enter or browse to the path of your Guard1 Plus SE Server share and then dlick Retrieve Database
Infarmation, or click Advanced to enter this information manually.

Share Path: |
Refrieve Database Information

i A Advanced
Guardt Plus SE SQL connection
SAL Server Name: |

Application Database Name: |

5QL Login: [
QL Password: |
Test Connection
< Back Next> | Gancel | .
_ e |
Type Ti Description

Success 12/7/2010 3LAM  Get Event Log Status Succeeded,
Information 12/7/2010 31AM  Attempting to get the Logging Status.
Success 12/7/2010 31AM  Get Logoing Status Succeeded,
Information 12/7/2010 11:21:31 AM  Attempting to get the Firewall Status,
Success 12/7/2010 11:21:32 AM  Get Firewall Status Succeaded. =

8. Enter the required information either by providing the path to the SE server
share and clicking Retrieve Database Information or by entering the GUARDL
PLus SE SQL connection parameters. Click Next to continue.




JH[=] E3

L IP Attendant Co

IP Attendant Wizard

Select Next to complete configuration and start the IP Attendant Service.

A\ 1P Attendant Service Not Configurad

A\ Attendant Nt Configurad

A\ Event Log Not Configured

A\ Firewall Not Configured

A\ Passphrase Nt Configurad

£\, Logging Nt Configurad . .

A\ Guard1 Plus SE Database Connection Not Configur This Only appears Inan SE
A\ Start the IP Attendant Service Nt Configurad deployment'

= Back Cancel '
1

Type Descri

Success Get Event Log Status Succeaded,
Information Attempting to get the Logging Status.
Success Get Logging Status Succesded,
Information Attempting to get the Firewall Status,
Success 12/7/2010 9:43:20 AM  Get Firewall Status Succeeded. =

& IP Attendant Configuration Wizard O[]

IP Attendant Wizard

Select Finish to complete the IP Attendant Wizard.

) 17 attendant Service Carfigured

@) atendant Canfigured

€D EventLog Configured

D Firewall Configured

) Passphrass Canfigured

€ Logging Configured

(@ Guard Flus St Dotabase Commection Confaured This only appears in an SE
) Start the IP Attendant Service Configured deployment.

Finish ‘
)

Type Description
Success Canfiguring the Logging Succesded,
Information Setting the Guard Plus SE Database Connection.
Success Configuring the Guard! Plus SE Database Connection Succesded.
Information Starting the IP Attendant Service.
Success 12/7/2010 9:51:04 &M TP Attendant Service Start Successfully. j

10. Click Finish.




IP Attendant Co

Status

‘O Guardi Plus SE Database Connection  Configured |

‘O 17 Attendant Service Cunfigured|
‘O Aattendant cmigumd|
‘Q Event Log Cnr\Figured|
‘O Logging CDnFlgurﬁdl
‘() Firewall Cunﬁgured|

Version: 2.0.2480.0

o Start the Configuration Wizard

Type Time
Success 12/7/2010 8:51:04 AM Configuring the Logging Succeeded.

Information 12/7/2010 9:51:04 AM  Setting the Guard? Plus SE Database Connaction.

Success 12/7/2010 9:51:04 AM  Configuring the Guard1 Plus SE Database Connection Succeeded.

Information 12/7/2010 9:51:04 AM  Starting the IP Attendant Service.
Success 12/7/2010 9:51:04 AM 1P Attendant Service Start Successfully. j

11. Click Exit.
12. The IP Attendant service is now configured for default operation.




Custom Configuration:

A custom configuration allows you to set a unique passphrase and/or a custom port
number.

Both the IP Downloader and the IP Attendant have a passphrase which::

e must be the same in order for the IP Attendant to receive the download
files from the IP Downloader

e is used to encrypt the download data so the longer the passphrase, the
more secure the data encryption will be

The IP Attendant receives download data from an IP Downloader over HTTP protocol

using default port number 50150. You can specify a different port in a custom
configuration. All IP Downloaders configured to use this IP Attendant must use the

same port address to transfer the download data.

To install the IP Attendant using a custom configuration:

1. Insert the IP Attendant CD in the CD drive. The installer will launch
automatically.

2. If the installer does not begin automatically, click Start, Run and browse to the
CD drive. Double-click the setup.exe file.

IP Attendant - InstallShield Wizard x|

Welcome to the InstallShield Wizard for IP
Attendant

The InzstallShield Wizard will install IP Attendant on wour
computer. Ta continue, click Next

< Back Cancel

3. Click Next at the Welcome screen.

4. Click Yes at the License Agreement.




IP Attendant - InstallShield ¥izard

InstallShield Wizard Complete

Setup has finished installing IP Attendant on wour computer,

< Back Cancel |

5. Click Finish to complete the installation. After several seconds, the IP
Attendant Configuration Wizard opens.

1P Attendant Configuration Wizard i [=] 3]
IP Attendant Wizard
Please Enter the type of Configuration.
G
Description of Cenfiguration
" Default
= Qustom
< Back | Next > | Cancel |
o= |
Type | Time | Description [=1
Success 7/29/2008 9:34:22 AM  Get Event Log Status Succesded.
Informatin  7/29/2008 9:34:22 AM  Attempting to get the Firewall Status.
Success 7/29/2008 9:34:25 AM  Get Firewall Status Succesded. j
-

6. Select Custom and click Next.




ol
IP Attendant Wizard

Please enter the Passphrase.

The Passphrase s used to generate the encryption key for secure communication with the IP Downloader.
This Passphrase must be the same for the IP Attendant and the IP Downloader. Special characters and
spaces are allewed. Up to 63 characters can be used for the The longer the the
stronger the security.

(" Set to Factory Default

(" Use Existing Passphrass

(= Specify the Passphrass

Passphrase: |u...uu..

Confirm Passphrase: |sessesssses|

< Back | Next > I Cancel |
o= |
Type | Time | Description I;l
Sucress 7/28/2008 9:34:22 AM  Get Event Log Status Succeeded.
Information  7/2%/2008 9:34:22 AM  Attempting to get the Firewall Status.
Success 7/28/2008 9:34:25 AM  Get Firewall Status Succeeded. j

Enter your custom passphrase or use the “Factory Default” passphrase and
click Next. Remember that this passphrase must match the passphrase for
each IP Downloader that will be using this IP Attendant.

S |
L 1P Attendant Configuration Wizard [_[Olx]

IP Attendant Wizard
Please select the appropiate Options.
DOptiens
[~ Enable Download logging.
< Back Hext> |

Tyee | Time | Description
Success 12/8/2010 10:22:41 AM  Get Event Log Status Succesded,
Informaticn 12/8/2010 10:22:41 AM  Attempting to get the Logging Status.

2 Get Logging Status Succeeded.

Informaticn Attempting to get the Firawall Status.
Success Get Firawall Status Succeadad. =

Select the desired option and click Next.




10X
IP Attendant Wizard

Please enter the Port Number.
Port Number
The port number entered will be epened in the Microsoft Firewall.

(+ Us= Existing Port Number: 50150

~ Specify the Port Number

Port Number: | 50150

The Pert Number must be between 1 and 65535

< Back | Next > I Cancel |

Type | Time | Description I I;I
Success /10/2008 8:01:56 AM  Get Logging Status Succeeded.
Information  $/10/2008 8:01:56 AM  Attempting to get the Firawall Status.
Success $/10/2008 8:01:59 AM  Get Firewall Status Succesded. j

9. Choose either the existing (default) port number of 50150 or specify an
available port number between 1 and 65535 and click Next. Record this port
number so that you can confirm that this port is open on your firewall(s).

10. If you have a GUARD1 PLus SE deployment and no SE application is
installed on this workstation, the following screen will appear otherwise skip
to Step 12.

| L 1P attendant Configurationwizard M= !E[E

IP Attendant Wizard
Please enter the Guardl Plus SE SQL Connection Information.
‘Guardl Plus SE Databass Connection
Please supply the information about the SQL Server where the Guard1 Plus SE application database is located
and the name of the application database.
Enter or browsa to the path of your Guardl Plus SE Server share and then click Retrieve Database
[=l

Informatien, or dlick Advanced to enter this information manuzlly.

share Path: | =]

|~ Advanced

Guardl Plus SE SQL connaction parameters
5QL Server Name: [
Application Database Name: |
SGL Login: |

SQL Password: |

Tst Connection

< Back Next > Cancel |

e | Time [ Description [
Success 12/7]2010 11:21:31 AM _Get Event Log Status Succeeded,
Iformation  12/7/2010 11:21331 AM  Attempting to get the Logging Status.
Success 12/7/2010 11:21:31 AM  Get Logging Status Succeeded.
Information  12/7/2010 11:21331 AM  Attempting to get the Firewall Status.

Success 12/7/2010 11:21:32 AM  Get Firewall Status Succesded.
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11.

Enter the required information either by providing the path to the SE server
share and clicking Retrieve Database Information or by entering the
GUARD1 PLUS SE SQL connection parameters. Click Next to continue.

4 IP Attendant Configuration Wizard [-[O]x]
IP Attendant Wizard

Select Next to complete configuration and start the IP Attendant Service.

A\ 1P Attendant Service Not Configurad
A\ Attendant Not Configured
A\ Event Log Not Configured
A\ Firewall Not Configured
A\ Passphrase Nt Configurad
A\ Logging Nt Configursd
A\ Guard1 Plus SE Database Connection Not Configurt

A\ Start the IP Attendant Service Nt Configured

< o | .
_ e |

Type Desri
Success Get Event Log Status Succesded.
Information Atempting to get the Logging Status.
Success Get Logging Status Succeeded,
Information Attempting to get the Firewall Status,
Success Get Firewall Status Succesdad. -

12. Click Next.

& IP Attendant Configuration Wizard O[]
IP Attendant Wizard

Select Finish to complete the IP Attendant Wizard.

) 17 attendant Service Carfigured
@) atendant Canfigured
€D EventLog Configured
D Firewall Configured
) Passphrass Canfigured
€ Logging Configured
€ Guard: Plus SE Databass Connection Canfigured
) Start the IP Attendant Service Canfigured

Type me Desri
Success 12/7/2010 9:51:04 AM Configuring the Logging Succesded,
Information 12/7/2010 §:51:04 &M Setting the Guard1 Plus S Database Connaction.

Success 12/7/2010 §:51:04 AM  Configuring the Guard1 Plus SE Database Connection Succeeded,
Information 12/7/2010 9:51:04 AM  Starting the [P Attendant Service.
Success 12/7/2010 9:51:04 &M TP Attendant Service Start Successfully. j

This only appears in an SE
deployment.

This only appears in an SE
deployment.

11



13. Click Finish.

& TP Attendant Configuration Wizard =] E3
Status

‘9 Guard1 Plus SE Database Connection Configured |
‘9 1P Attendant Service Canfigured |
‘9 Attendant chﬁgumd|
‘Q Event Log Cunﬁgured|
‘9 Logging Cunfiguredl
‘Q Firewall Cnr\figured|
|
Version: 2.0.2480.0
0 Start the Configuration Wizard Exit
Type Time Description
Success 12{7/2010 :51:04 AM Configuring the Legging Succesded.
Information 12{7/2010 $:51:04 AM  Setting the Guard1 Plus SE Database Connaction.
Success 12/7/2010 9:51:04 AM  Configuring the Guard. Plus SE Database Connection Succeeded.
Information 12/7/2010 8:51:04 AM  Starting the P Attendant Service.
Success 12{7/2010 3:51:04 AM 1P Attendant Service Start Successfully, j

14. Click Exit.
15. The IP Attendant service is now configured for custom operation.

Setting your Internet firewall settings

If the IP Attendant service receives data from the IP Downloader via the Internet, you
must configure the perimeter firewall to forward the IP Downloader requests to the IP
Attendant port (default port is 50150). The protocol is TCP (HTTP). (Iif the IP Attendant
was installed with a custom configuration, the port nhumber may be different from
50150.)

12



Installation Overview — IP Downloader

Installing IP Downloader

When a PIPE is docked, the IP Downloader transfers the PIPE’s data to its local
memory, clears the PIPE, beeps the PIPE and then forwards the data to the IP
Attendant service on the designated computer. In the case of communication failure,
the IP Downloader will try resending data every 600 seconds.

An IP Attendant Service can receive data from multiple IP Downloaders. The IP
Downloader will be a node in your network environment. To configure the IP
Downloader in a DHCP environment, you need to know its network name, which is
printed on the label attached to the bottom of the IP Downloader. To configure the IP
Downloader in a non-DHCP environment, you need to know its IP address. The default
IP address is 192.168.104.104.

Opening the IP Downloader’'s Home Page
To openthe IP Downloader's home page
1. Connect the Ethernet cable to the IP Downloader.

2. Connect the Ethernet cable from the IP Downloader to your LAN/WAN/Internet
port.

3. Connect the power supply to the IP Downloader. NOTE: for POE (Power Over
Ethernet) downloaders, the Ethernet cable supplies power to the downloader.

4. The IP Downloader may take up to two minutes to acquire its IP address. Wait
for the Network LED to be solid green. If this LED is not lit, refer to the
troubleshooting section on page 27.

5. On a computer connected to the network, open a Web Browser window.

13



6. Refer to the table below to determine the appropriate IP Downloader network
address to enter inthe browser address bar:

Computer's Network
Environment

Network
Environment for
the IP Downloader

IP Downloader’s Home Page

Same LAN/WAN/VPN
as the IP Downloader

DHCP

Enter the IP Downloader’s network
name in the browser’s address bar.

The network name begins with “tks” and
can be found on the label attached to the
bottom of the IP Downloader. For example:
http://tks002223390034

Same LAN/WAN/VPN
as the IP Downloader

No DHCP available

Enter http://192.168.104.104 in the
browser's address bar.

Note 1: The computer used to configure
the IP Downloader must have an IP
address of 192.168.104.xxx with a subnet
mask of 255.255.255.0 to be able to open
the IP Downloader's home page.

Note 2: You should modify the factory
default address upon commissioning to
awid any duplicate IP addresses on the
network.

A firewall protecting the
IP Downloader is
between this computer
and the IP Downloader

Not applicable

Enter http://XxXx. XXX XXX .XXX:XXXX (the
firewall's outer IP address and the port
exposing the IP Downloader Management
Web Senwer) into the browser's address
bar.

The firewall protecting the IP Downloader
must be configured to forward inbound
HTTP requests to the internal IP
Downloader address on port 50000 in
order to enable remote management. Ask
your IT administrator to configure port
forwarding as described abowve if remote IP
Downloader management is required. If
you cannot connect to your IP Downloader
contact your IT administrator.

14



http://192.168.104.104/
http://xxx.xxx.xxx.xxx/

Configuring your IP Downloader

1.

2.
3.
4

10.

11.

12.

From the IP Downloader’'s home page, click Manage Downloader.

Enter the password (default password is “password”) and click Log in.
Enter the Contact, Location and Time Zone.

For the Server Host Name, enter the computer name or IP Address of the

computer running the IP Attendant service. (see the section on “How to
determine your Computer Name”)

If DHCP is enabled, do not change the IP address, subnet mask, default
gateway and DNS server address unless you wish to assignit a static IP
address.

If DHCP is not enabled, enter the IP Downloader's new IP address, subnet
mask, default gateway and DNS server address.

If needed, modify the Server IP Port address. The default port address is
50150.
If communication to the IP Attendant requires crossing a non-transparent proxy
server, configure the proxy server URL as follows:
http://10.0.0.1:8080 where 10.0.0.1 is the internal proxy server
address and 8080 is the HTTP port
Click Apply to save the IP Downloader’'s configuration, then click OK.
If you want the default passphrase (recommended), leave the Passphrase and
Verify Passphrase fields blank.

If you are using a custom passphrase, enter the same passphrase in both
Passphrase and Verify Passphrase fields and click Set Passphrase.

Once configured, the IP Downloader will connect to the IP Attendant. Upon
successful communication the IP Downloader’'s System and Network LEDs will
turn green. You can now download a PIPE.

15


http://10.0.0.1:8080/

/= 1P Downloader. Time Keeping Systems, Incorporated. - Windows Internet Explorer

=181 x|

G@ hd IE, http:fftksi0222339000b/manageDownloadsr .asp

5} b EIP Dawnloader. Time Keeping Systems, Incorporated. | |

(|3 e

28

ﬁv v@v@Eagev@Tgolsv »

Systems, Incorporated

TimeKeeping

IP Downloader TKS00222339000B Management

Home
Diagnostic
Activity Log
PIPE Activity Log
Manage Downloader

Manage PIPE

Sysiem  Memory
Bagery |Ne‘.wo'k |Do\u' load

00000

Log off

Change Password |

Contact

Location

Time zone:

Server Host Name

Server IP Port:

Caontact Server Every:
DHCP Enabled:

IP Address:

Subnet Mask:

Default Gateway:
Primary DNS Server:
Alternate DNS Server:
Proxy Firewall Address: |

Verify Passphrase: |

IP Downloader Configuration
Basic Configuration

N |Becurity Department

3 |Security Office

I(GMT—US:[]U) Eastern Time (US & Canada)

* |mary2008

Advanced Configuration

50150

600 seconds
Ird

10.0.0.130

10.0.06
10.0.013

Apply I Cancel

[

Dane

Server Passphrase

Passphrase: |

=l

’_ ,_ ’— ,— ,_ ’_ [% Local intranet

[®0w - 4




Using the IP Downloader

Downloading the PIPE

Once configured, the IP Downloader will attempt to communicate with the IP Attendant
service. Upon successful communication, the IP Downloader's System and Network
LEDs will turn green.

How to download a PIPE using an IP Downloader:

1.

Verify that the Network and System LEDs are both green.
Place the PIPE in the downloader.

When you hear the PIPE beep, and/or the Download LED turns green, the
PIPE has downloaded its data to the IP Downloader.

The PIPE is cleared and you can remove the PIPE from the downloader.

While the IP Downloader is sending the download data to the IP Attendant, the
System LED is amber.

When the IP Downloader has finished sending the download data to the IP
Attendant, the System LED is green.

If the LEDs do not show that the download was successful, refer to the
Troubleshooting section on the next page.

Disconnecting the IP Downloader from the network

Once the IP Downloader has communicated successfully to the IP Attendant, the IP
Downloader can download a PIPE even if it is not currently connected to a network or
system. This is because it stores the download data into its local memory. Once the IP
Downloader communicates with the IP Attendant service it will transfer its stored PIPE

data.

17



Troubleshooting the IP Downloader

A remote user can verify that the IP Downloader is operating normally by opening the
IP Downloader's Home page and reviewing the Diagnostic and Activity Logs.

1. From your web browser, open the IP Downloader's home page.
2. The Status line should say “Running”.

/2 1P Downloader. Time Keeping Systems, Incorporated. - Windows Internet Explorer = =]
5.::;; = | hitp:fiksonzezaasnnnbjdefauk asp =) 3|53 (£
{: hr @IP Dawnloader, Time Keeping Systems, Incorporated, | | @ b kS @ - @Eﬂge b @TEU|5 -
Tim -
limeKeeping IP Downloader TKS00222339000B Home
o L Saws |
Diagnostic Status: 2009-01-28 12:00:46 Running
Activity Log Current Time: 2009-01-29 14:21:28 - .
—_— Last Errar 2008-01-28 11:50°43 There was no endpoint listening at
__FIPE Actvity Log_| * hitp://mary2008:50150/Guard1 comTKS/G1E/DeviceHub/INotificationSink.
Manage Downloader Errar Count: 36
Manage PIPE Start Time: 2009-01-26 14:14:39
Uptime: 3-days 0-hours 6-minutes 49-seconds
Sysem  Memory IP Downloader Battery Voltage: 3.120V
By |Neswork [Dorioss Configuration
00000 Contact Security Department
Location: Security Office
C' Refresh Page Time zone: (GMT-05:00) Eastemn Time (US & Canada)

IP Configuration
Network Name: TKS00222339000b.ntks.ezbarcode.com
DHCP Enabled: Yes
IP Address: 10.0.0.130
Subnet Mask: 255.255.255.0

Default Gateway: 10003

Primary DNS Server. 10.0.0.6
Alternate DNS Server: 10.0.0.13

Server Configuration
PIPE Transfer Mode: Legacy Mode
Server Address: hitp//mary2008:50150/Guard1.com/TKS/G1E/DeviceHub/INotificationSink
Contact Server Every: 600

|
[0 T [ [ [ N3tocalintranet [# 00w -
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3. [If the status is “Communication Fault”, confirm the following:

IP Attendant service is running (see page 23).

IP Downloader has the correct Server Host Name and port number (Click
Manage Downloader and enter "password”when prompted for the
password.)

IP Downloader and the IP Attendant have the same passphrase.
You can ping the Server Host Name.

4. If all of the above are correct, go to the following for additional information:

Click Diagnostic to view the Diagnostic log.

Under the section Memory Details, look at the “PIPE Downloads stored”
field to see if any downloads are still in the downloader's memory waiting
to be downloaded.

Click Activity Log to see which PIPEs have been downloaded at this IP
Downloader.

Setting the Time Zone on the IP Downloader and PIPE

The PIPE’s time is reset by the IP Downloader after each successful download to the
IP Downloader. The factory default time zone is Greenwich Mean Time (GMT).

To set the time zone on the IP Downloader:

1.

From your web browser, go to the IP Downloader’'s home page. See the table
on page 15 for the address.

On the left side of the home page, click Manage Downloader and enter the
password (the default password is “password”). Click Log In.

Locate the Time Zone field under the Configuration section.
Select the appropriate time zone for this IP Downloader.
Click Apply to save the changes.
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Updating the IP Downloader Firmware

If new firmware becomes available for the IP Downloader, follow these steps to upload
new firmware to your IP Downloader.

1.
2.

From your web browser, go to the IP Downloader’'s home page.

On the left side of the home page, click Manage Downloader and enter the
password (the default password is “password”). Click Log In.

Locate the Firmware File to Upload field under the Firmware Update
section.

Browse to the .bin file that you received from TimeKeeping Systems.
Click Upload Firmware to load this firmware into your IP Downloader.

The Upload process goes through three phases: uploading, programming
and verifying.

Once verifying has finished, the following message appears in your web
browser:

7 1F Duvmilvader. Tane Eeeping Systems, incorporated. - Windows Intermnet Explorer al®] x]

@H +[e kL0223 fuplondk v 26015 X106-0F54. SFCDBATIETF) EIEd E

wl G 815 Downlosdor, T Kneping Systens, ncorporstnd. | | P v B - e rpege o ook e T
TimeKeepin g
fIMEreering|p pownloader "TKS002223390034" Firmware Update
Firmware update procedure is complete. The IP Downloader will restart in approx. 30 seconds,

Once the Downleader had completed rebooting as indicated by the front panel LEDs, use the button below to return to
the IP Downloader Home Page

Retumn 13 IP Downloader Home

Wait until the IP Downloader has restarted successfully — as indicated by
solid green System and Network LEDs — and click Return to IP
Downloader Home.
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Using the IP Attendant

How to verify the IP Attendant service is running

The IP Attendant service starts automatically every time the computer is restarted. The
owner of this service is the local SYSTEM account.

To verify that the IP Attendant service is running, follow these steps:

Click Start, then Programs.

Click Administrative Tools, then Services.

3. From the Services window, locate the Tks IPAttendant service name and
confirm that the service is Started and the Startup type is Automatic as

shown in the figure below.

o
File  Action Wiew Help
= | HBERE E2E|> 81w
@ Services (Local) #, Services (Local)

World Wide Web Publishing MName 7/ | Description | Status | Startup Type | Log On As ;l

@Symantec Metwork. ... Symantec Network Drivers Service Manual Local System

Stop the service %Symante: Passwor,., User account management service Manual Local System

% ?}i;i‘;ﬁie %Symante: Settings ... Settings storage and management service Started Automatic Local System

n : %Symante: SPBECSwec  Symantec SPEEC Manual Local System

%System Event Makifi... Tracks system events such as Windows log...  Started Automatic Lacal System

Eleusc'iltjligo'l'1'iab connectivity and %System Restore Se...  Performs system restore functions. To stop...  Started Automatic Lacal System

admlmsn";;ﬂn thraugh 'mé Internet %Task Scheduler Enables a user to configure and schedule a...  Started Autarnatic Local System

Information Services snap-in %TCPJIP MetBIOS He... Enables support For MetBIOS aver TCP{IP (... Started Automatic Local Service

%Telephany Provides Telephony API (TAPL) support for ... Started Manual Local System

%Tela\fantage Works, ., Started Automatic Local System

%Telnet Enables a remote user ko log on to this com... Disabled Local System
%Terminal Services Allows multiple users to be connected intera...  Started Manual Local System J

Themes Provides user experience theme manageme...  Started Automatic Local System

IPAttendant Transfers data from IP Downloader ta G arted Automatic Lacal System

FintErroptitte-F & prkibte-prowrEr SORETY (... Manual Local Service

Drewides sunneet b hack Liniversal Din and Man sl

@r\ Iniversal Plua and
4

Laeal Trulrﬂ

Extended A Standard /

4. To start the service, highlight the Tks IPAttendant service, right-click and

then click Start.

5. To change the Startup Type, highlight Tks IPAttendant service, right-click

and then click Properties.

6. From the Properties window, change the Startup type to Automatic and click

OK.
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How to view the IP Attendant event log

Each time a download file is processed by the IP Attendant, an entry is made in the
event log. To open and filter the Event Viewer, follow these steps:

1. Click Start, Programs and then click Administrative Tools.

Double-click Event Viewer.

The Application, Security, and System logs are displayed in the Event Viewer

window.

4. Click IP Attendant.

Eile Action ¥iew Help

Event Yiewer

=181 x|

e | Om R 2m

Event Yiewer (Local)
i Application

Inkernet Explarer

Microsaft OFfice Sessions

IP Attendant Se

Type Date Tirne: Source Categor Event User Computer
@Infnrmatinn 1f29[2009 9:26:05 M IP Atkendant Mone 1) MR FD1HYD1
@InFnrmatinn 1f28/2009 S:24:39PM IP Attendant Mone 1} A FD1HYD1
@InFnrmatinn 1f28/2009 934125 AM TP Attendant Mone 1} A FD1HYD1
@InFnrmatinn 1/28/2009 7:02:34 aM 1P Attendant Mone 0 275 FD1HYD1
@mFormation 1262009 2:41:21 PM 1P Attendant Mone 0 [27E FD1HYD1
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5. To view the details on any event, double click the event.

Event |

Date 872008 Souce: P Attendant +
Time  0224:33PM Category None

Typs  Information EvertID: 0 +
User b

Computer: FDTHYD

Description:
Saved 2 reads from PIPE TksPipe2_a10047 to file LL200802011 42439,

For more information, see Help and Support Center at
hittp: /g0, micresaoft. comdtwlink/events. asp)

Dater &) Bytes € wioids

ok | Cacel | sl |

On the View menu, click Filter.

Click the Filter tab (ifitis not already selected).

Specify the filter options that you want and click OK.

Only events that match your filter criteria are displayed in the details pane.

10. To return the view to display all log entries, click Filter on the View menu,
and then click Restore Defaults.
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How to modify the IP Attendant configuration

After the IP Attendant is installed, you may need to change its port number, logging
activity, or passphrase.

To change the IP Attendant’s configuration:

1. Confirm that you are logged in as the Local Administrator or that your user
account is a member of the Local Administrator group.

2. Double-click My Computer and navigate to  C:\Program
Files\TimeKeeping Systems\IP Attendant.

3. Double-click the Tks.IPAttendant.Wizard.exe file to start the IP Attendant
Wizard.

4. Follow the instructions in the wizard to change the configuration settings for
the IP Attendant.
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Troubleshooting the IP Downloader and IP Attendant

Retrieving Status Information from the IP Downloader

There are five status LEDs on the front of the IP Downloader. You can view the current
status of these five LEDs from the IP Downloader’'s home page by clicking Refresh Page.

Refer to the following tables for status indicators and resolutions.

Battery
LED Status Indication Resolution
Light out No PIPE present Normal operation
Solid green PIPE Battery OK Normal operation
Solid yellow PIPE Battery low
Solid Red PIPE Battery very Contact TimeKeeping _Systems technical
support (support@thepipe.com)
low
Blinking Red IP Downloader
Battery low

25


mailto:support@thepipe.com

System Communication

LED Status

Indication

Resolution

Solid green

Last system
communication
successful

Normal operation

Solid yellow

Communication in
progress

Normal operation

Solid red

Last system
communication failed

e From the IP Downloader's home page, confirm
that the server's name and port number are
correct

e Verify that the IP Attendant senice is running

¢ View the ewvent logs for the IP Attendant

o Verify that the same passphrase is used at
both the IP Attendant and the IP Downloader

e Verify that the Internet and/or Windows
Firewall settings are configured to receive on
default port 50150 or a custom port number
(rerun the IP Attendant Wizard to reset the
ports: C:\ProgramFiles\TimeKeepingSystems\
IPAttendant\Tks.IPAttendant. Wizard.exe)

Blinking Red

No connection to
system

e From the IP Downloader's home page, confirm
that the server's name and port number are
correct

o Verify that the IP Attendant senice is running
e View the ewvent logs for the IP Attendant

o Verify that the same passphrase is used at
both the IP Attendant and the IP Downloader

Network Connection

LED Status Indication Resolution
Solid green Connected to Normal operation
network
Solid yellow Cable not Confirm that the internet cable is securely
connected attached
Confirm that it is an active connection
Solid red Network error Confirm that you have a good network
connection by pinging the downloader
Blinking red Network not Confirm that you have a good network
detected connection by pinging the downloader
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Downloader Memory

LED Status Indication Resolution
Light out Memory is empty Normal operation
Solid green Memory contains Normal operation
data
Solid yellow Memory is over
95% full Download the IP Downloader
Solid red Memory full
Blinking red Download failed — Download the IP downloader. After the
memory full downloader's memory is cleared, re-insert the
PIPE into the IP downloader to download
Download Status
LED Status Indication Resolution
Light out No PIPE present Normal operation
Solid green Transfer successful Normal operation
Solid yellow Download in Normal operation
progress
Solid red Download error Remowe the PIPE and re-insert the PIPE into
the IP Downloader
If the error persists, contact TimeKeeping
Systems technical support
Blinking red System Clock Connect the IP Downloader to its
invalid LAN/WAN/Internet port so that it can

communicate with the IP Attendant
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How to determine your Computer Name
For Windows XP and Server 2003 operating systems:

1. Click (open) Windows Start menu, right click “My Computer” and select
Properties from the popup menu. The System Properties dialog will appear.

2. Selectthe"Computer Name” tab.

For Windows Vista and Windows 7 operating system:

1. Click (open) Windows Start menu, right click on “Computer” and select
Properties from the popup menu. The System Properties dialog will appear.

Confirming your Windows firewall settings

Your workstation’s firewall settings are managed either at the workstation or per group
policy. If your workstation's firewall settings are managed by group policy or no
exceptions are allowed, you must contact your network administrator to open port
50150 (TCP) for the Tks IPAttendant service.

To confirm that the Windows Firewall is configured to receive from port 50150 for the
Tks IPAttendant service:

1. Click Start, Settings, and Control Panel.

2. Click Windows Firewall and navigate to the General tab.
3. Confirm that "Don’t allow exceptions”is not checked.

4. Click the Exceptions tab and select the Tks IPAttendant.
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%= windows Firewall x|

General Exceptions | Advanced I

Windows Firewall is turned off. vour network, administrator is uging Group Policy ta
contral these settings.

Programs and Services:

Mame | Group Palicy
DCOM resalver Mo
Filer and Printer Sharing Mo
iTunes Mo
Metwork Diagnostics for Windows <P Mao
Remote Assistance Mo
Femate Deskiop Mo

TeleVartage SecBridge Mo
Tk IPAttendant Mo

Wertical Teleantage ViewPoint Mao

Add Program... Add Part... Edit... Dielete

¥ Display a notification when ‘Windows Firewall blocks a program

wihat are the risks of allowing exceptions?

0K I Cancel

Click Edit.

Edit a Port x|

Lse these seftings to open & port through Windaws Firewall, Ta find the port
number and protocal, consult the documentation for the pragram or service pou
want to use

Hame IITks |PAtendant

Port number: I?DW 50

& ICP « UDP

‘what are the risks of opening a part?

Change scope. Cancel

If you want to limit access to the IP Attendant to certain computers, click
Changescope.
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Change Scope

Ta specify the set of computers for which this port or program is unblocked, click an
option below,

To specity a custom st type  list of IP addresses, subnets, or both, separated by
COmmas.

& By compuiter (including those an the [ntemetf

£ My network (subnet] only

£ Custom list:

Example: 192.168.114.201,192.168.114.201/255.255.255.0

Cancel

Enter the IP addresses of the IP Downloaders that can communicate with
this IP Attendant service and click OK.
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